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PROMOTIONAL INCENTIVES 

 

I. INTRODUCTION 

 

 Michigan Realtors® are coming up with more and more innovative ways of 

attracting business.  Some Realtors® want simply to offer incentives to buyers and sellers in the 

form of merchandise or cash rebates.  Others want to come up with a legal way to encourage 

persons or organizations to send business their way.  This article will examine the laws that 

impact these types of programs. 

 

II. PAYING REFERRAL FEES 

 

 When considering a promotional incentive policy, the first question to be answered is 

“who is getting the cash or prize?”  If the answer is someone other than a potential buyer 

or seller, then the promotion may be an illegal referral fee. 

 

 A Realtor® cannot give cash, merchandise or other valuable consideration to an 

unlicensed person or entity that refers a buyer or seller to the Realtor®.1  It is important to 

remember the fact that the referring organization may be a religious or charitable organization 

does not change the analysis.  While Realtors® can implement a program whereby they agree to 

make a charitable donation in the name of every seller-client, they cannot agree to pay a 

charitable organization for the referral of business.  In other words, a Realtor® can agree that for 

each and every property listed and sold by him, he will donate $500 to the Lake Wobegone 

Lutheran Church.  A Realtor® cannot agree that he will donate $500 to the Lake Wobegone 

Lutheran Church for each and every member of the congregation that lists and sells their home 

with the Realtor®.  The latter is a referral fee being paid to a third party, in this case a charitable 

organization, to refer business to the Realtor®.     

 

III. PAYMENTS TO BUYERS AND SELLERS 

 

 If a promotional program involves the payment of cash or a prize to potential buyers 

or sellers, then it is not considered a referral fee.  Where the cash or prize is paid directly to the 

buyer or seller, the question is whether the incentive program involves the elements of “chance” 

and/or “consideration.”  An incentive program aimed at buyers or sellers that involves 

“consideration” but not “chance” is permissible.  So, for example, a Realtor® could offer every 

seller who lists with him during the month of December a new iPad.  

  

 An incentive program that involves “chance” but not “consideration” is also permissible 

(so long as it is not being used to promote a specific piece of real estate).2  The important thing to 

remember here is that, in this context, the law imposes a very broad definition of 

“consideration.”  In analyzing the “consideration” element, both the Attorney General and the 

Michigan Supreme Court have looked at whether there is a financial benefit gained by the 

business offering the drawing.  For example, the Michigan Supreme Court has held that a 

promotion whereby a theatre gave all patrons a ticket to a drawing was deemed to be an illegal 

                                                 
1 MCL 339.2512(1)(h). 
2 MCL 339.2511 (incorporating MCL 750.372a). 
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lottery, even though the patrons paid no additional amount beyond the cost of the theatre ticket.3  

In that case, the Court stated: 

 

The fact that prizes of more or less value are to be distributed will 

attract persons to the theaters who would not otherwise attend.  In 

this manner those obtaining prizes pay consideration for them, and 

the theaters reap a direct financial benefit. 

 

The Michigan Supreme Court has likewise found consideration in a program whereby gas 

stations provided tickets for a drawing to their patrons and “to any one asking for tickets without 

making a purchase.”4  The Michigan Supreme Court has even gone so far as to find 

consideration where participants were not required to purchase any items, but were only required 

to visit a store twice within a week – once to have a qualification card punched, and once to 

attend the drawing.5   

 

Similarly, the Michigan Attorney General was once asked about a credit union’s 

promotional program which provided that in order for an individual to be eligible for a prize 

drawing, he or she must deposit funds in the credit union.6  The Attorney General opined that 

there was consideration being paid (and thus, there was an unlawful lottery) because 

the program: 

 

 . . . requires a participant to forego other uses of the deposit funds 

and enhances the assets of the credit union. 

 

The one case in which the Michigan Supreme Court found no “consideration” involved a 

television program in which participants at home matched numbers with numbers from either a 

card distributed by the sponsor or a card that had been prepared by the participant and registered 

with the television station.7  This game of chance was deemed permissible in large part because 

it did not require the participant to visit the sponsor’s stores.  (Or, as the holding was later 

described by another Michigan court, this promotional program was legal because “it did not 

promote the purchase of any item, but only promoted further television viewing.”8)  The Court 

found that this promotion could be distinguished from other promotions that provide a direct 

financial benefit or profit to the sponsor (and are thus illegal). 

 

Even if a Realtor®’s incentive program does not involve consideration, it is not 

permissible if it is being used to promote a specific piece of real estate.  MCL 339.2511.  

So, it would not be permissible, for example, to give out a ticket for a drawing to everyone who 

attends the open house of 123 Main Street. 

 

                                                 
3 Sproat-Temple Theatre Corp v Colonial Theatre Enterprise, Inc, 276 Mich 127 (1936).   
4 Glover v Malloska, 238 Mich 216 (1927). 
5 People v Brundage, 381 Mich 399 (1968). 
6 1979-1980 Mich OAG No. 5692.   
7 ACF Wrigley Stores, Inc v Olsen, 359 Mich 215 (1960).   
8 F.A.C.E. Trading, Inc v Dept of Consumer & Indus Servs, 270 Mich App 653 (2006). 
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IV. CONCLUSION 

 

 Realtors® are free to give customers or clients cash or merchandise, as long as there is no 

element of chance involved – in other words, so long as the prize given to the buyers and sellers 

does not involve a chance to win a bigger prize.  The “prize” given could be a charitable 

donation to a named charity or a charity of the client’s choosing.  Realtors® cannot give cash or 

merchandise to a charity or any other unlicensed person or entity that refers a buyer or seller to 

the Realtor®. 

 

 Realtors® may conduct raffles so long as there is no “consideration” required to 

participate.  Realtors® should be cautioned, however, that given the law’s broad definition 

of “consideration,” it will be very difficult, if not impossible, to come up with a promotional 

incentive program that does not involve “consideration.”  In determining whether or not a 

particular program requires “consideration,” the Michigan Supreme Court has framed the 

question as to whether the sponsor of the promotion gains some benefit.  A promotional 

incentive program that does not confer any benefit on the Realtor® who sponsors the program is 

probably not a great business model.   

 

 Finally, remember that an illegal game of chance is not only a violation of the 

Occupational Code but a violation of a criminal statute, punishable by imprisonment of up to two 

years and a fine of up to $1,000.9 

 

                                                 
9 MCL 750.372(3). 
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SOCIAL MEDIA POLICY 
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SUPERVISION:  NOT JUST AN OCCUPATIONAL CODE REQUIREMENT 

 

 We often talk about supervisory requirements under the Occupational Code.  As 

Realtors® are well aware, the work of a real estate salesperson must be supervised by an 

associate broker.10  Under the Code, “supervision” of a salesperson requires: 

 

(a)  Direct communication in person or by radio, telephone, or electronic 

communication, on a regular basis. 

 

(b)  Review of the practice of the salesperson. 

 

(c)  Review of the salesperson’s reports. 

 

(d)  Analyses and guidance of the salesperson’s performance in regulated 

activities. 

 

(e)  Providing written operating policies and procedures to the salesperson. 

 

 If the broker has a branch office more than 25 miles away from the nearest branch of the 

main office, that office must be under the “direct” supervision of an associate broker who must 

be physically present during ordinary business hours on “a regular basis.”11  Remember that the 

direct supervision requirement is triggered by the existence of a branch office – that is, a physical 

location in addition to the main office which by advertisement or signs, is held out to the public 

as a place where clients and customers may do business.  If there is a branch office, then that 

branch office requires the “physical presence” of an associate broker on a “regular basis” if the 

branch office is located more than 25 miles away from the main office.  However, there is no 

requirement that agents work out of a branch office regardless of how far they may live from the 

broker’s main office.  Brokers must supervise these “remote” agents, but they do not need to be 

“physically present” and may communicate with these “remote” agents “in person or by radio, 

telephone or electronic communication.” 

 

 While many of us have had numerous conversations over what level of accessibility and 

availability is required to satisfy the supervisory obligations under the Occupational Code, what 

is often overlooked in these conversations is just what a supervisory broker should be doing.  

Brokerage firms must remember that they should supervise their agents primarily because, in the 

end they are liable for the actions of their agents.  For this reason, supervision should mean more 

than being available to answer the questions that the agents bring to you.  Supervision means 

paying enough attention to know that the Realtors® who are out there passing out business cards 

with the firm’s name on it are ethical and know what they are doing.  Perhaps the best way to 

understand the proper role of a supervisory broker is to consider the types of situations in which 

a salesperson’s actions can create liability on behalf of the firm.  This article will discuss four 

such scenarios. 

 

                                                 
10 339.2512f. 
11 339.2505(3). 
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 Scenario 1. Realtor® Smith was the sole owner of a small brokerage firm that she 

started 20 years ago.  The firm currently had five salespersons, and Smith was the only associate 

broker.  Smith wanted to retire, and one of her salespersons was interested in purchasing the 

company.   The salesperson did not have an associate broker’s license and would not have 

enough experience to qualify for an associate broker’s license for 16 months.  Smith agreed to 

allow the salesperson to continue to name Realtor® Smith as the firm’s sole associate broker 

after closing until such time that the buyer could qualify for an associate broker’s license.  The 

office manager was given a stamp with Realtor® Smith’s signature that he could use to “sign” 

checks and documents.  After closing, Realtor® Smith spent the next six months or so traveling 

around the country.  When she returned to town, she learned that the buyer-salesperson had 

been “borrowing” funds from the firm’s trust account.  Of course, the checks that had been 

issued from the trust account were “signed” by Realtor® Smith (using the signature stamp she 

had left with the office manager). 

 

 Obviously, Realtor® Smith should have never agreed to act as a supervisory broker in 

name only.  Rule 313 provides that “checks drawn on a trust or escrow account must be signed 

by a broker or associate broker.”  The assumption behind this requirement is that a broker should 

be overseeing the trust account.  The primary reason that a broker should be overseeing the trust 

account is not because the Department might find the firm in violation of the Code if this does 

not occur, but because if there are funds missing from the trust account, the company will be 

responsible.  It does not matter that the firm did not have any knowledge of the theft and that it 

called the police as soon as it became aware of the theft.  It is the company’s trust account, and 

the company will be liable if money is missing.  For this reason, if you handed someone a 

signature stamp five years ago, and that same person signs all checks, receives all bank 

statements and is solely responsible for balancing the books, you probably need to think about 

developing a new system of checks and balances. 

 

 Scenario 2. Realtor® Jones is the supervisory broker for a midsize firm.  Several of 

the salespersons licensed through the firm work solely as licensed personal assistants for the 

firm’s largest producer, Salesperson Green.  Realtor® Jones does not know the terms of 

employment between Salesperson Green and her licensed personal assistants.  While he has 

attempted to broach this topic with Salesperson Green from time to time, Salesperson Green 

appeared to resent this intrusion, so Realtor® Jones has not pushed it.  After Salesperson Green 

fired one of her licensed personal assistants, the assistant filed an unemployment claim with the 

State of Michigan.  Realtor® Jones then discovered that Salesperson Green had been paying this 

assistant in cash on an hourly basis for years.  Salesperson ® Green had not been doing any 

withholding, and the licensed assistant had not been paying federal or state income taxes. 

 

 Licensed assistants who are paid on an hourly basis are employees for purposes of federal 

and state withholding, unemployment, workers compensation and all other purposes.  In order to 

qualify as an independent contractor relationship, both of the following conditions must be 

satisfied: 

 

(i)  A written agreement exists in which the real estate broker does not consider 

the associate real estate broker or real estate salesperson as an employee for 

federal and state income tax purposes. 
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(ii)  A least 75% of the annual compensation paid by the real estate broker to the 

real estate broker or real estate salesperson is from commissions from the sale of 

real estate.12 

 

A licensed assistant who is paid on an hourly basis does not qualify as an independent contractor.  

It does not matter what release forms these assistants may have signed to the contrary; as a 

matter of law, they are employees.  And when a disgruntled employee doesn’t pay his or her 

taxes or seeks unemployment (and this will happen), there will be fines and penalties (and legal 

fees) incurred in order to sort all of this out.  Admittedly, working through all of the various 

issues with teams is complicated, and often these teams do not welcome the firm’s inquiries.  For 

this reason, it appears that sorting out team operational and legal issues is on many firms’ “do 

later” list.  Now is the time to sit down and talk about these issues with your lawyer and 

accountant. 

 

 Scenario 3. Main Street Realtors is a designated agency firm.  One day they are 

contacted by a salesperson who specializes in representing buyers of expensive homes.  The 

salesperson wants to leave the firm that he is at and join Main Street Realtors.  The company is 

thrilled, and Salesperson White joins the firm.  Salesperson White pretty much keeps to himself, 

and unfortunately, after only a few months, announces that he has decided to relocate out of 

state.  After his departure, Main Street Realtors is approached by an attorney who insists that it 

return an $89,000 commission it had received on an in-house transaction that Salesperson White 

had closed before he left the firm.  It seems that Salesperson White did not “believe in” buyer’s 

agency contracts or agency disclosure forms and felt that his elite clients would be insulted if he 

tried to get them to sign such forms.  Since Salesperson White’s buyers did not signed buyer’s 

agency contracts, by default, they had an agency relationship with all the agents who worked at 

Main Street Realtors.  Unbeknownst to the listing agent, the in-house transaction he had worked 

on with Salesperson White was a dual agency situation and, of course, a nonconsensual dual 

agency situation.  The attorney for the seller on this transaction correctly points out that as a 

matter of law, a firm who participates in a nonconsensual dual agency situation forfeits its right 

to a commission. 

 

 Clearly, the point here is that you need to make sure your agents understand agency and 

are following the law.  A supervisory broker should have access to an agent’s files.  At a 

minimum, procedures should be set up so that files are spot checked.  Does the agent use buyer’s 

agency forms?  This is important for all firms and is absolutely critical for designated agency 

firms.  Are dual agency relationships handled correctly?  Many firms have a policy whereas 

commissions are not paid until a signed agency disclosure form is produced.  This is a good 

policy.  A better policy would be to also provide for a detailed review of a file from time to time.  

An agency disclosure form may have been provided – but was it completed correctly and timely 

provided? 

 

 Scenario 4. Salesperson Brown, who is new in the business, obtains her first listing.  It 

is a small home.  Salesperson Brown advertises her new listing on her personal business page as 

“perfect for newly marrieds or other empty nesters.”  Main Street Brokerage receives a 

complaint in which it is asserted that Salesperson Brown has violated both the Fair Housing Act 

                                                 
12 MCL 339.2501(h). 
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and the Michigan Elliott-Larsen Civil Rights Act by discriminating on the basis of familial 

status.  Realtor® Jones, the supervisory broker at Main Street Brokerage, argues that the 

Company should not be liable because Salesperson Brown’s comments were not posted on the 

Company’s website or included in any of the Company’s advertising.  Realtor® Jones also 

produces evidence that Main Street Brokerage conducts Fair Housing Act seminars annually 

that its agents are all required to attend.  For these reasons, Realtor® Jones argues that Main 

Street Brokerage should not be liable for the actions of one rogue (inexperienced) agent. 

 

 Unfortunately, Realtor® Jones is simply wrong.  The law is clear – the United States 

Supreme Court has spoken.  If an agent violates the Fair Housing Act, the agent’s firm is liable 

for that action.13  This is true regardless of how much effort the firm has put in trying to train its 

agents.  For this reason, firms are strongly encouraged to monitor their agents’ advertising. 

 

 CONCLUSION 

 

 Supervision means more than answering questions that your agents bring to you.  A firm 

should adopt a policy to help agents understand and identify potential problems and to seek help 

when those situations first arise.  Firms should implement policies and procedures to protect the 

firm.  A few suggestions: 

 

1. Do not put any one person solely in charge of the trust account.  The same person 

who issues the checks should not balance the account at the end of the month. 

2. Implement a policy whereby if an earnest money deposit check bounces, someone 

in addition to the salesperson who is involved in the transaction is told. 

3. Consider a policy whereby salespersons are required to disclose dual agency 

transactions when they first happen and provide for ongoing supervision of such 

transactions by an associate broker who understands dual agency issues. 

4. Consider a policy whereby any agent who is buying or selling property from a 

client or customer of the firm is required to work through a supervisory broker. 

5. Encourage agents to consult with supervisory brokers at the beginning of any 

dispute between the buyer and the seller over whether or not there is a binding 

contract.  This is particularly important whenever a seller is trying to terminate 

one purchase contract to accept a better offer. 

6. Do not think of file review as simply a mechanism for making sure the 

Occupational Code requirements are being met.  You should also be looking at 

whether your agent knows what he or she is doing. 

7. When spot checking a file, look at the purchase agreement and the addendums.  

Are they clearly and consistently written?  Are all the blanks filled in?  If a file 

has more than one signed purchase agreement and/or contradictory addendums 

and “side agreements,” this should be a red flag. 

                                                 
13 Meyer v Holley, 537 US 280 (2003). 



 

 
 © 2018 Michigan Realtors® 13 

 

 

8. When reviewing a file, don’t just check to make sure that it contains signed 

agency disclosure forms.  Were the agency forms correctly completed?  Are the 

agency disclosure forms consistent with one another and with any agency 

disclosure made in the purchase contract or other documents? 

9. Review every agent’s advertising from time to time.  Set aside a time during the 

week when you look to see how your firm is being presented on social media. 

10. Make sure that every agent in your office understands wire fraud.  Adopt a policy 

whereby every buyer is provided with a copy of the Wire Fraud Notice form.  

Adapt a policy prohibiting agents from receiving or forwarding wire instructions 

– clients and customers should always be told to deal with the title 

company/lender directly. 

DATA PRIVACY AND SECURITY 

 

 Business are collecting and holding more and more personal data, from customers, 

employees, and others.  Managing and protecting that information is partly an issue of security 

but should be built on a clear of idea of what to collect, what to use, and what to keep.  With 

increasing threats to privacy through hacking, malware, and simple mistakes, looking carefully at 

the reasons for collecting and keeping data – and the reasons not to -- can help to minimize risks 

and reduce the damage if something goes wrong. 

 

 Realtors®, like all other individuals and small businesses, are vulnerable to hacking, 

often for the theft of information.  Either alone or with other information the hacker already has, 

the stolen information is used to gain access to accounts or commit identity theft, posing as a 

person or business to get money or merchandise.  Personally-identifiable information that is 

useful to these criminals includes addresses, email addresses, phone numbers, social security 

numbers, employment details, and credit card and bank account information.  These bits of 

information are scattered throughout the devices we all use and the information we all keep, now 

in conveniently-available digital form.   

 

 A data breach has serious consequences for a Realtor®, as for any other business.  These 

include the immediate financial harm, the expense to fix and block future breaches, and in some 

cases, payment to regain your information if held for ransom.  There is a great risk that clients 

and others whose information has been taken will bring claims for any losses they may suffer.  

Those claims may include expenses they incur protecting their accounts and their credit, or 

responding to false uses of their identity.  The reputation of the company suffers, although as 

these attacks become more common, that effect may be diminishing.  Hacking and theft can also 

provide control of the computers that control automated or remote building control systems, 

including locks, security systems, HVAC systems, video, audio, and lighting systems, 

introducing a new level of risk.   

 

 The technical support needed to prevent or respond to such attacks is often difficult for a 

small business that cannot afford full-time employees trained in these specialties.  A technical 

guide is beyond the scope of this article but is available online from reliable sources such as the 

Federal Trade Commission.  Guidance is also available to create a plan to respond to a data 
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breach or at least to guide you when it occurs, as it often does, with no plan in place. (An online 

search for “federal trade commission data security” provides links to publications, including 

several that are written for non-experts.) 

 

 There are basic things that can be done that are not highly technical.  This article will 

discuss these “low tech” steps that can be taken.     

 

 Basic blocks of a data security plan 

 

 Putting aside the technical issues, there are some basic steps that should be taken to limit 

the data that is available to be lost or stolen.  It is too easy to collect large quantities of 

information that could be valuable to a hacker and all too cheap and easy to keep it all in digital 

files.  That makes it easy for you to find but obviously makes it easy for someone who does not 

have your good intentions. 

 

 Inventory 

 

 First, find out what you have.  Go through your forms, introductory letters, email and 

correspondence files, and every other place that you can think of that you collect and store 

information.  Include not just the standard storage places, whether that is a filing cabinet or a 

computer, but all of the places where it may have been received or sent, whether received in 

digital form at the start or scanned and sent later.  Those can include digital storage on copiers 

and scanners, phones, tablets, laptops, and flash drives.   

 

 Account information may be forward through you in connection with financing.  Is there 

any reason to keep it?  Likewise, credit card information is often taken for payments, but kept 

without thinking whether or not it might really be used some time in the future.  Many forms 

traditionally ask for date of birth or a driver’s license number when there is no reason whatever 

to have it. 

 

 Determine how those bits of information are moved from one place to another, through 

the office, to salespeople to respond to questions, and to your title agency to order title work.  

Within the company, consider how it moves for accounting and tax reporting and for banking.  

Consider the source, be it your customers, title companies, lenders, job applicants, and online 

searches and use of databases, as well as vendors who supply information.  Does it come through 

email, courier deliveries, or a website?  When customers supply credit card or bank account 

information, how many places is that information stored? 

 

 Do you need it?  If you do, do you need to keep it? 

 

 Review what you have to determine why the information is either requested or received 

and who has access to it and for what use.  If it is a one-time use, and there is no reason to keep 

it, make it a practice to delete it.  Forwarding copies to someone who will actually use the 

information may create multiple places where the same information is kept, with emails or other 

correspondence, even though those copies are not needed.  Credit card information can be 

directed to accounting, but there is no need to keep the email sending it.   
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 Credit cards, social security numbers, and financial information are the most attractive to 

hackers and thieves, and particular attention should be paid to whether it is needed in a particular 

case and whether and where it is kept.  Social security numbers supplied for a limited purpose 

can be removed from many forms after they are used.  Access should be limited to those who 

actually need the information to perform their jobs.  Keep in mind that limiting access can be 

accomplished sometimes in the most mundane ways, like shredding and disposing of copies or 

deleting emails from phones, computers, and email servers. 

 

 For those documents that must be kept for legal compliance or long-term business use, 

create a retention policy to discard the information in any form when it is no longer needed.  

That plan can include removing correspondence that includes redundant copies, and later, the 

original when it is no longer needed for an backup or compliance reporting.  A data retention 

policy to go with a document retention policy is essential. 

 

 Protecting what you keep 

 

 How to protect information you keep depends on the way in which it is stored.  Computer 

storage – from flash drives to back-up servers – can be locked up.  Paper documents and files 

should be out of open view and kept in locked storage when access is not needed.  Offsite 

storage is often forgotten and may be in out-of-the-way places that are unattended where access 

may be easy; employees or others would never need access or have access to the documents and 

data can look at it or remove it, and its absence may never be noticed.   

 

 For network access to computers, consult experts to advise you on segmenting or 

separating computers, storage, and online access where crossing those lines is not needed.  They 

can also advise you on likely attacks and how best to prevent access from the outside or across 

your network by anyone who does not need access for the right reason.  

 

 Even when these systems are secure and well-protected, the same information is often 

shared on devices that have no such protection.  Many salespeople effectively work through their 

phones.  It is their primary source of data and communications.  A typical transaction may go 

from a buyer’s phone to salesperson’s tablet to the office computer and then back through a 

similar chain of devices on the seller’s side.  Copies are kept on each of these devices to allow 

each person to feel sure he or she has a clear record.  That multiplies the number of places where 

the information can be lost or stolen.  Using unsecured Wi-Fi at coffee shops and hotels can 

provide an open door to the devices using them.  Encryption systems are widely available to 

provide security.  Combined with a system for email backup, a secure record of communications 

can be preserved, eliminating much of the risk and ensuring a secure, central database where all 

those communications can be preserved.   

 

 Laptops, tablets, and phones with large amounts of storage are a particular problem.  

Laptops can be securely stored, but in many cases, as with phones and tablets, there is no need 

for the data to be stored on them in the first place.  Rather than transferring all of the information 

to multiple locations, the data can be made available on a secure computer without transferring 

it. 
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 Unauthorized programs and downloads by employees, even when not part of phishing by 

an outsider, are perhaps the most common source of major data breaches.  Entire address and 

contact lists are uploaded to Facebook and LinkedIn as a regular practice, often without the 

employee even knowing it has happened.   

 

 Regulation 

 

 Michigan law sets basic rules for databases with personal information.  “Personal 

information” for these purposes means a person’s name with his or her social security number, 

driver license number, or a financial account number, credit card, or debit card number, and any 

code needed for account access.   That data must be destroyed by “shredding, erasing, or 

otherwise modifying the data so that they cannot be read, deciphered, or reconstructed through 

generally available means.”  If the database is breached by any unauthorized access, unless the 

business can establish that the loss of data is not likely to cause any loss or result in identity theft, 

notice of the security breach must be provided to anyone whose personal information was taken.   

 

 Michigan’s “Social Security Number Privacy Act”  requires anyone who obtains social 

security numbers in the ordinary course of business to create a privacy policy with measures to 

ensure that they are kept confidential by limiting access and properly disposing of documents 

and files that include social security numbers.  A business cannot require someone to transmit a 

social security number over the internet or a computer network unless the connection is secure or 

the information is encrypted.   

 

 As both statutes make clear, the easiest way to avoid the issue is not to have such a 

database.  While Realtors® may often be part of transmitting such information, the need to 

collect and keep is extremely limited.   

 

 There are currently no federal laws on data privacy that specifically apply to real estate 

associations or brokerages.  The Federal Trade Commission has taken action, however, against 

businesses that fail to maintain reasonable and appropriate data security.  Those actions underline 

the need to have and enforce fairly basic rules on collecting and keeping information that is not 

strictly needed.   

 

 The FTC, for example, took action against BJ’s Wholesale Club because it collected 

customer’s credit and debit card information and kept it for up to 30 days, “long after the sale 

was complete,” according to the FTC.  Hackers were able to gain access and use the data to make 

counterfeit credit and debit cards.  The company could have limited risk by properly disposing of 

the information once it no longer had a legitimate need for it.   

 

 In foru International, the FTC acted because the company gave network and database 

access to service providers developing applications for the company.  Another company used 

personal information in employee training sessions and also failed to remove the information 

from employees’ computers after the sessions were over.  Many small business owners may see 

themselves in the FTC’s case against a business owner who kept sensitive consumer information, 

collected by his businesses, in boxes in his garage.  In another case, the company left faxed 

documents that included consumers’ personal information in an open and easily accessible area.  

In each case, the FTC has taken the position that failure to maintain reasonable and appropriate 
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data security constitutes an “unfair and deceptive trade practice” in violation of the Federal Trade 

Commission Act.    

 

 Implementing the plan 

 

 Once you have a basic plan, implement digital controls across all of the devices that you 

use in your business.  These include: 

 

1. Limit administrative access – the ability to make changes across your computer 

system.  Many small companies simply install networks and give everyone unlimited access 

to everything on the network, allowing anyone to reset user accounts, view nonpublic files, 

and change files that may be sent out.  Access can be tailored fairly simply, even on the 

smallest network. 

2. Create rules for secure passwords and authentication and the regular use of 

changes.   

3. Draw clear lines between personal and administrative accounts and functions. 

4. Store information securely and protect it during transmission.  Often, 

companies watch network security carefully and then open the same data up to loss or theft by 

using it in emails and leaving the same information available in emails or texts wherever they 

may be kept, on laptops, phones, and home computers.  Consider how to limit that access or 

to regularly require that data be removed. 

5. Make sure your service providers use the same reasonable security measures 

that you do.  Companies hired to provide network and telecommunications services, for 

example, have access to your data.   

6. Keep your software up-to-date.   

7. Store sensitive files securely.  When retaining paperwork, take steps to keep it 

secure. 

8. Protect devices that have or process data, many of which are increasingly 

remote from the office and either store, or by saved passwords have access to enormous 

amounts of data. 

9. Regularly train yourself and your employees to reinforce and update what you 

know.   

CONCLUSION: 

 

 The greatest boon of the digital age, easy access to enormous amounts of information, 

encourages all of us gather more and more of it.  Realtors® collect enormous amounts of 

personal information while marketing, selling, and managing real estate.  Much of it is 

unnecessary, either to collect in the first place or to keep for long term use.  The basic blocks for 
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a data security plan should start with an assessment of what information is needed and then, how 

to protect it. 

 

HOME SURVEILLANCE – IS IT LEGAL FOR “BIG BROTHER” TO BE WATCHING 

AND/OR LISTENING? 

 

 In this day and age, many homeowners have surveillance equipment in their own homes 

– and, it is perfectly legal for them to do so.  This equipment can be anything from high-tech 

motion detector video cameras with audio recording to relatively inexpensive Wi-Fi enabled 

cameras and mics, to a simple “nanny-cam.”  The equipment may be visible or hidden.  

In whatever form, Realtors® need to know whether these security cameras and microphones can 

be used by home sellers to record, or observe in real time, potential buyers as they tour 

their homes.  Many Realtors® would argue that sellers should have the right to monitor their own 

homes during showings in order to protect their property.  Other Realtors® would argue that it is 

wrong to secretly monitor persons who believe that they are having a private conversation about 

a major life decision. 

 

 Surveillance laws vary from state to state.  However, in general, video monitoring is 

prohibited in places where someone has a “reasonable expectation of privacy.”  With audio 

surveillance, on the other hand, most states require the consent of all participants, or at least 

one participant, in the conversation that is being recorded.  States vary whether this limitation 

applies without regard to whether the speaker had a reasonable expectation of privacy or not.  

In some states, the legality of surveilling potential buyers (video and audio) requires advance 

notice of the use of the surveillance equipment – such as the posting of a sign to the effect that 

“surveillance equipment is in use.”  In other states, notice is not required to videotape, but notice 

is required to record. 

 

 In Michigan, one section of the penal code prohibits the installation, placement or use 

in any “private” place of any device for “recording, transmitting, photographing or 

eavesdropping upon the sounds or events in that place,” unless consented to by all persons 

entitled to privacy in that place.14  Michigan law defines “private place” as a place where one has 

a reasonable expectation of privacy. Many would argue that potential buyers would not have a 

reasonable expectation of privacy in someone else’s home.  However, it would appear that we do 

not even need to reach this issue because the statute goes on to expressly provide that this 

particular statutory prohibition does not prohibit “security monitoring in a residence if 

conducted by or at the direction of the owners … of that residence unless conducted for lewd 

or lascivious purposes.”  Thus, it would appear clear that this section of the statute does not 

prohibit a seller from using an audio/video camera to monitor their home during showings. 

 

 However, this is not the end of the analysis.  A separate section of the Michigan penal 

code prohibits using a device to eavesdrop on a private conversation unless the parties consent.15  

Exactly what is a “private” conversation is still a matter for debate in the Michigan courts.  

However, “eavesdrop” is clearly defined by statute and means “to overhear, record, amplify or 

transmit any part of the private discourse of others without the permission of all persons engaged 

                                                 
14 MCL 750.539d.   
15 MCL 750.539c. 
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in the discourse.”  The Michigan courts have reviewed this definition and concluded that because 

the law speaks to the “private discourse of others,” it is not illegal to audio record a conversation 

if at least one of the parties to the conversation consents.16  Under this section of the penal code, 

it would appear that a seller cannot audio record a showing in their own home without the 

consent of the attendees.  Keep in mind that this statutory provision requires consent and not just 

disclosure of the fact that the home has audio surveillance. 

 

Violating Michigan’s surveillance laws can subject offenders to criminal prosecution, 

felony conviction, imprisonment of up to two (2) years and a fine of up to $2,000.00.  

Violations of Michigan’s surveillance laws can also subject an offender to a civil lawsuit for 

actual and punitive money damages by the injured party.   

 

 How should Realtors® deal with this issue?  Buyer’s agents should advise their buyer 

clients that they should always assume that their viewings may be being monitored with audio 

and/or video devices and that they should conduct themselves accordingly.  Buyers should never 

make any statements that they would not want the sellers to hear while they are viewing a home. 

 

 Listing Realtors® should advise their seller clients that it is illegal to use any audio 

(eavesdropping) device during a showing.  Sellers should be advised further that while Michigan 

law generally permits video surveillance of one’s own home for security purposes 

without disclosure, the safer course may be to disclose the existence of the video device either 

through posting or in the comments section of the MLS listing.  While perhaps not 

legally required, disclosure appears to have no downside and it may, in fact, be a good idea for 

sellers to encourage buyers to act as if someone is watching when they tour their home. 

 

CONFIDENTIAL INFORMATION 

 

 Many Realtors® and their clients have mistaken ideas about what is and is not 

“confidential information.”  Not everything learned during an agency relationship is confidential.  

If, for example, a Realtor® represents the seller, information he learns from or about a potential 

buyer is not confidential information.  For example, the terms of a buyer’s offer are not 

confidential and may be shared with other buyers in an attempt to negotiate a better deal for 

your seller-client.  Likewise, information available publically is not “confidential.”  For example, 

the fact that the sellers are in the middle of a divorce is not confidential because it is a matter of 

public record at the courthouse.  As a general rule, information a listing Realtor® knows about 

his own seller is not confidential if learned from an outside source or even if available from an 

outside source. 

 

 That being said, even if information is not “confidential” in the legal sense, if the seller 

does not want the listing Realtor® to disclose the information, then the listing Realtor®’s duty of 

loyalty obligates him to remain quiet.  So, for example, if the sellers are in the middle of a 

divorce, while the fact of the divorce is not confidential, if the sellers do not want this 

information disclosed, or if disclosure would not be in the sellers’ best interest, then the listing 

Realtor®’s duty of loyalty obligates him to remain silent.  The same would be true about the fact 

that the sellers accepted $10,000 less than the current list price on a prior deal that fell through.  

                                                 
16 Sullivan v Gray, 117 Mich App 476 (1982). 
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This information is not confidential – because it is known to the other agent and the agent’s 

buyer-client – but the listing Realtor®’s duty of loyalty requires him to remain silent on the issue. 

 

 Why do we care if the listing Realtor®’s obligation to remain silent arises from her duty 

of loyalty rather than her duty of confidentiality?  Primarily, because the duty of confidentiality 

survives termination of the agency relationship, while the duty of loyalty does not.  

So, for example, once the listing Realtor®’s agency contract expires, she would be permitted to 

tell a buyer-client that the seller previously accepted an offer at a price $10,000 less than the 

list price. 

 

 Another situation in which it may be important to be able to accurately determine what is 

and what is not “confidential information” is in a dual agency situation.  Dual agency contracts 

typically contain a provision whereby the clients both acknowledge that the dual agent will not 

disclose “confidential information” that they know about the other client.  What Realtors® 

sometimes forget is that not everything they know about the property is “confidential.”  A case 

out of Ohio is a good example of how confusing this can be. 

 

 The Ohio case involved a single-family home that had been listed for sale by 

Defendant Shanks, an agent with Defendant Realtec.17  The first purchase contract on the home 

had fallen through after the inspection showed numerous structural and foundational defects in 

the home.  The sellers then performed “some” repair work and Shanks continued to list the home 

for sale.  The second purchaser, an 86-year old California resident named Hubbard, put an offer 

on the home which was accepted by the sellers.  Shanks and Realtec acted as a dual agent in this 

second transaction.  Although the second purchase contract also called for an inspection, it never 

took place.  After the transaction closed, Hubbard discovered numerous defects in the home and 

filed a lawsuit against the sellers, Shanks and Realtec, in which she alleged that these real estate 

licensees had breached their fiduciary duties by failing to disclose defects known to them.   

 

 The Ohio court found that as a dual agent representing both the buyer and the sellers, 

Shanks owed a duty to disclose to each of them “all non-confidential information material to 

the transaction.”  The Court went on to find that since Shanks knew about the numerous 

structural and foundation concerns raised in the first inspection, she should have told Hubbard 

that a prior purchaser had raised “critical concerns regarding the structural and foundational 

integrity of the home.”  The Court was particularly troubled by the fact that Shanks was 

aware of all of the defects outlined and still allowed her buyer client to sign an “as is” 

purchase agreement. 

 

 Critical to the holding in the Ohio case was the finding that the information from the 

earlier inspection was not “confidential information.”  The fact that the sellers in this case may 

not have wanted Shanks to share this information with Hubbard did not mean that the 

information was “confidential.”  While it was information learned in the course of an 

agency relationship, it was not information Shanks learned from her seller clients, but rather 

from the first purchaser.  As a general rule, information is not “confidential” if learned from an 

outside source or even if available from an outside source.  Remember that the issue of what is or 

                                                 
17 Hubbard Family Trust v TNT Land Holdings, LLC, 9 NE3d 411 (Ohio App, 2014).   
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is not “confidential information” arises in the dual agency context because there is a 

contradictory duty of disclosure.   

 

 In summary, information that is available publically is not “confidential.”  Information 

known to both sides of a transaction is not confidential.  Information available from another 

source is not “confidential.”  However, even if information is not “confidential,” a real estate 

agent still owes a duty of loyalty to his or her client.  The duty of loyalty may obligate the 

Realtor® not to disclose something that, while not technically “confidential,” is something that 

the other party may use to its advantage.  The duty of confidentiality survives the termination of 

the agency relationship; the duty of loyalty does not. 

 

 Finally, as an aside, the Ohio case not only provides a good lesson as to what is and what 

is not “confidential information,” it also contains a good illustration as to just how difficult it can 

be to serve in the capacity of a dual agent.  As this case illustrates, it is not the case that a 

Realtor® acting as a dual agent can always avoid potential liability simply by remaining silent 

and not telling either party anything. 

 

ELECTRONIC TRANSACTIONS – IT IS ALL ABOUT INTENT 

 

I. INTRODUCTION 

 

 Michigan, like almost all other states, has passed the Uniform Electronic Transaction Act 

(“UETA”).18  UETA provides that if the law requires an agreement to be in writing (such as with 

a real estate purchase agreement or commission agreement), an electronic record satisfies that 

law.  Additionally, UETA provides that if the law requires signatures (again, as with a real estate 

purchase agreement or commission agreement), electronic signatures satisfy that law.   

 

 UETA allows parties to conduct real estate transactions using electronic signatures and 

electronic delivery if, and only if, all parties agree to conduct business electronically.  Realtors® 

and other real estate professionals conduct business electronically every day without incident 

and, for the most part, without any confusion as to how electronic transactions are to be 

conducted.  The lawsuits, of course, arise when one party does not want to honor what the other 

party believes is a binding contract.  This article will discuss several of these cases. 

 

II. DISCUSSION 

 

 A. Ignorance is No Excuse 

 

 When signing up for services on the internet, most of us have on at least one occasion 

clicked “I accept” without paying much attention to the terms of the agreement that we are 

agreeing to be bound by.  For many of us, we pay far less attention to the “terms” that we are 

agreeing to in this situation than we would if someone had presented us with a paper version of 

the same contract for our written signature.  It is important to remember that under UETA, by 

clicking “accept,” we are entering into an electronic contract which is wholly enforceable.  

                                                 
18 MCL 450.831 et seq. 


















































